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“The purpose of the Act to is protect personal information, to strike a balance between the right to 

privacy and the need for the free flow of, and access to information, and to regulate how personal 

information is processed.” 

 

The POPI Act - A Summary of South Africa's New Personal Information Protection Legislation 

The purpose of the POPI Act is to enforce the consequences should a South African institution not 

behave in a responsible way when they collect, process, store and share someone else's personal 

information. The POPI Act will hold them accountable if they misuse or compromise your personal 

information. The POPI legislation labels your personal information "precious goods" and gives you the 

rights of protection and the capacity to still have control over your information. 

 

Some Key Definitions 

"data subject" - you or me, being a person to whom personal information relates. 

"direct marketing" - sending a data subject an electronic communication about goods and services that 

you are promoting or offering to supply in the ordinary course of business, or requesting a donation of 

any kind for any reason. 

"processing" - any operation or activity concerning personal information. 

"record" - any recorded information, regardless of when it came into existence. 

"responsible party" - a public or private body or any other person which determines the purpose of and 

means for processing personal information. 
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A. How Personal Information Needs to be Handled 

Any organisation or person who keeps personal information must take steps to prevent the loss, 

damage, and unauthorised destruction of the personal information.  In terms of Section 19, they are 

also required to prevent unlawful access to, or unlawful processing of this personal information. 

All risks have to be identified and then safeguards must be established and maintained against these 

risks.  Regular verification that the safeguards are being effectively implemented is required. 

Safeguards are to be updated in response to any new risks or identified deficiencies in existing 

safeguards. 

Any person processing personal information on behalf of an employer must have the necessary 

authorisation from the employer to do so.  They must also treat the personal information as 

confidential and not share this information without the following the required processes. (section 

20). The person must have a written contract with their employer in which they are specifically 

obliged to maintain the integrity and confidentiality of the personal information and to implement 

the established safeguards against identified risks. 

 In terms of Section 21(2), the employee also has an obligation to notify their employer immediately 

if they believe that there has been a data breach.   

New employment contracts will be required for administrative staff, data capturers and for any 

employee who deals with personal information, in order to ensure that these requirements are met. 

In the event of a breach and personal information has been accessed or acquired by any 

unauthorised party the responsible party (Information Officer) is required to notify the Information 

Regulator, and the data subject needs to receive formal notification of this fact. The notification to 

the data subject must be provided with as quick as possible and with sufficient information to allow 

the subject to protect themselves against the possible consequences of the personal information 

falling into the wrong hands. 
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Everyone has the right to enquire as to whether somebody or an entity has their personal 

information on record. The enquiring party must provide proof of identity and the requested 

information must be provided to the data subject free of charge.  To establish what this information 

consists of and whether this information has been disseminated to any third parties, payment may 

be required.  Access to this information is also subject to the Promotion of Access to Information 

Act. 

Everyone has the right to have their personal information corrected or deleted if it is inaccurate, 

irrelevant, excessive, dated or misleading, or if it has been obtained unlawfully, or if the responsible 

party is no longer authorised to retain the information. 

 

B. What are examples of Personal Information? 

 

 Identity or passport number 

 Date of birth and age 

 Phone numbers - including cell phone number 

 Email address 

 Online or instant messaging identifiers 

 Physical address 

 Gender, race and ethnic origin 

 Photos, video footage - this includes CCTV footage, voice recordings and biometric data 

 Marital relationship status and family relations 

 Criminal record 

 Private correspondence 

 Religious or philosophical beliefs - this includes personal and political opinions 

 Employment history and salary 

 Financial information 

 Education information 

 Physical and mental health information - this includes medical history and blood type 

 Memberships to organisations or unions. 
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C. Who and what is an Operator? 

An operator is a member of staff or third party whose function is to process all personal data collected 

for and on behalf of the company.   

 

Their functions are as follows:  

 Do so only according to their instructions, but without coming under their direct authority. 

 In terms of a written contract. 

 Would dispose of the data after the arrangement ends. 

 Are merely a service provider. 

 Do not use the data for any of their own purposes. 

 

D. How to handle personal information once collected 

Section 19 states that anybody who keeps personal information must have procedures in place to 

prevent the loss, damage, and unauthorised destruction of said information. These procedures must 

also include the unlawful access to or unlawful processing of this personal information.  

The responsible party must,  

1. Identify all risks surrounding the collecting, processing, and storing of data; 

2. Establish and maintain safeguards against these identified risks;   

3. Regularly monitor and ensure that all procedures are being applied correctly; and, 

4. Continuously update and amend all safeguards in light of any new risks that may be identified. 

Section 20 states that he or she who processes (or collects) personal information on behalf of an 

employer or agency must be correctly authorised and empowered. Otherwise, this can be seen as a 

serious breach of the Act. Further, this information, once collected, must be treated as confidential. If 

this person is employed directly by the company, then the employment contract must specifically state 

that the individual is obliged to ensure the strictest safeguards when dealing with the information,  
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meaning that the employment contract for any particular individual or individuals employed for POPI 

compliance will need to be specific and tailored for the parties. 

Section 21(2) further states that the aforementioned employee must, if a data breach occurs, notify the 

employer of the breach and whether the personal data has been used by an unauthorised individual. 

Any breach must then be communicated to the Information Regulator and also (if you know whose 

information it was) to the individual whose information was compromised. The notification is to supply 

adequate information for the party to protect themselves. 

Section 26 - Special Personal Information. Subjects such as:  

1. Religious or philosophical beliefs;  

2. race or ethnic origin;  

3. trade union membership;  

4. political persuasion; 

5. Criminal and disciplinary proceedings that the individual may be involved in;  

6. health or sex life; and /or biometric information. 

 

Processing of the above special information is only permitted in the following circumstances (all must be 

read together): 

1. With consent of the individuals concerned;  

2. When necessary in law;  

3. Collected and conducted for historical, statistical or research purposes; or finally,  

4. The information has been deliberately made public by the subject. 

Special rules apply to the processing of personal information of children. (section 35) so be careful if one 

of the parties is a minor. Consent of the parents will be required. 
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The Information Regulator has the power to grant exemptions to allow people to process personal 

information without complying with the Act if the public interest outweighs the subject's rights of 

privacy or where there is a clear benefit to the subject.  

Exemptions may also be granted for the processing of personal information for the purposes of 

discharging a "relevant function". 

An example of a relevant function would be the collecting and processing of private information in order 

to protect members of the public against: 

1. financial loss due to fraud in the banking or financial services industry and property sector; and 

2. dishonesty by persons authorised to carry on any profession or other activity. 

 

E. FAQ 

What are the benefits of POPI? 

1. Companies that collect large volumes of data will have a better means of sifting through the 

data and locating what is relevant, destroying the unnecessary data or not collecting it. 

2. The requirements of POPI tie in with FICA and allow greater security.  

3. Ensuring that your contracts are designed in such a way as to ensure that you can manage the 

effective collection of data. 

4. Customers and potential customers will be or should be happy to part with information as you 

will be able to prove that your company is compliant and that you can assure the client and or 

potential client that none of their data will be used for anything else beyond its specified 

purpose and that you will not sell or send their data to third parties without their consent. 
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Does POPI really apply to you? 

Accountability will rest with the "responsible party", which is a public or private body, alone or with 

others who determine the purpose of processing personal information.   

The "responsible party" needs to be a South African resident or reside within South Africa. These are the 

cases which don't apply with the POPI Act: 

 Specifically household or personal activity 

 Appropriately de-identified information 

 Various state functions, specifically criminal prosecutions, and national security 

 Journalism, which is under a code of ethics 

 Judiciary functions. 

 

Why you should comply with POPI 

POPI is meant to create openness and increase customer confidence in the organisation. In order to 

comply with POPI, you just need to: 

 Capture the minimum amount of required information, ensure it is accurate and remove 

information that is not required.   

 Identify the personal information and take appropriate measures to keep the information safe. 

 

Who specifically is affected by this legislation? 

 Everyone is affected. Every single business will need to become compliant with this Act or face 

serious consequences. Every person and company is protected by this Act. 
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Who will be held accountable if they don't comply with the act? 

 The owner of the business will be held accountable according to the Act 

 

 

 

 

POPI issues its rules for using South African data in Chapter three. It refers to these rules as conditions, 

and they largely cover what data you collect, what you can do with the data, and how you protect both 

the data and the data subject. 

POPI includes eight conditions for lawful processing including: 

 Accountability 

 Processing limitation 

 Purpose specification 

 Further processing limitation 

 Information quality 

 Openness 

 Security safeguards 

 Data subject participation 
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We provide an overview of all the conditions below. For a full expression of the conditions, read Chapter 

3 of the act. 

 

Condition 1: Accountability 

It stipulates that the responsible party has the responsibility of ensuring the rest of the conditions are in 

place before processing data. The responsible party must also ensure compliance both when deciding to 

process data and during the processing of the data. 

Effectively, the first condition places the blame squarely on the shoulders of the data processor and no 

one else. Doing so makes it easier to investigate, cite, and punish violations of the law. 

 

Condition 2: Processing Limitation 

The second condition - Processing Limitation - places strict controls on what it means to lawfully process 

data. To meet the condition, data processors must: 

 Process data in a way that doesn't risk the data subject's privacy 

 Process only relevant data with a given purpose 

 Obtain consent from the data subject before processing (and keep proof of consent) 

 Protect the legitimate interest of the data subject 

 Allow data subjects to object to processing and/or withdraw consent at any time 

 Stop processing data after an objection or withdrawal of consent 

 

Condition 2 also provides a unique stipulation: "Personal information must be collected directly from 

the data subject" except for in specific circumstances. 

The only time you can collect data from a third-party source is if the data is public record or is 

deliberately made public or if you have the consent to do so or if doing so does not violate the 

legitimate interest of the data subject. 

There are also exceptions for those working in court proceedings, law enforcement or public bodies. 
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Condition 3: Purpose Specification 

Where Condition 2 limits the data you can collect, Condition 3 - Purpose Specification - details your 

reasons for collecting data. 

The idea that you must collect information only for a "specific, explicitly defined and lawful purpose" 

related to one of your normal activities is at the heart of the law. Moreover, you must ensure that data 

subjects are aware of that purpose. 

Additionally, you cannot hold onto records forever. Once you no longer need them for the processing 

purpose, you no longer have a right to keep them unless required by law (civil, penal, contract, or other 

law). 

Once you no longer have a right to hold onto the file, you must "destroy or delete...or de-identify" the 

record as soon as practical. The process should render the data irretrievable. 

 

Condition 4: Further Processing Limitation 

Conditions 2 and 3 are not the only processing limitations. Condition 4 - Further Processing Limitation - 

continues to elaborate on how you can and cannot process data. 

The main point noted here says that you must only process data in ways compatible with the purpose 

you stated. 

How do you know if you can process data further? POPI requires you to consider the relationship 

between further processing and the original purpose, the nature of the information, potential 

consequences of further processing, how you collected the data, and any contractual rights. 

You can always further process data if: 

 The data subject consented 

 The information came from the public record 

 The law requires further processing 

 The processing is related to national security 
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Condition 5: Information Quality 

Condition 5 says that you must take steps to ensure the data you collect and subsequently process is 

accurate and complete. 

 

Condition 6: Openness 

Openness refers to your responsibility under the Promotion of Access to Information Act. Essentially, 

you must maintain strict documentation of all the processing activities you undertake. 

Additionally, you need to let data subjects know when you collect information. They should know: 

 Where you collect information 

 Where you do not collect information 

 The source of your information 

 Your company's name and address 

 Why you collect the data (your purpose) 

 Whether the collection is voluntary or mandatory 

 What happens if the data subject doesn't provide their data 

 Laws that allow data collection 

 If and when you intend to send the data to a third country 

These must all be shared before you collect information from the data subject. 

Condition 6 requires you to have a Privacy Policy that shares your data processing practices in detail. 

 

Condition 7: Security Safeguards 

Condition 7 details the security measures POPI requires for personal information. 

It says that the responsible party must employ "appropriate, reasonable technical and organisational 

measures" designed to prevent both unlawful access and the loss or damage of the personal 

information. 
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To meet these obligations, you must perform a risk assessment test, ensure the maintenance of 

safeguards, verify the effectiveness of the safeguards, and ensure new updates are provided to prevent 

new deficiencies or risks. 

The law also says that anyone processing personal information must also only first gain the knowledge 

of authorisation of the responsible party and consider the information to be confidential. Any other 

(third) parties who process information on behalf of the responsible party must sign a written contract 

and notify the responsible party if there is a breach. 

 

Condition 7 also provides a long list of requirements if a responsible party believes its security is 

compromised. First, they must notify the Regulator and the data subject (when possible) and they must 

do so as soon as reasonably possible. 

Data subjects must be notified in writing by email, letter, a news article, or by publishing an alert on a 

prominent part of the website. The Regulator may also direct the notification efforts as they see fit. 

The notification must include enough information for the data subject so that they know what measures 

to take to protect themselves against further breaches. 

Finally, the Regulator may require the responsible party to publicise the breach if the Regulator believes 

doing so is reasonable. 

 

Condition 8: Data Subject Participation 

Condition 8 lays out the rights of the data subject. Under the law, they have access to their personal 

information, including learning what information the responsible party has the option to ask for a 

description or record. 

The data subject also has the right to request corrections to their record when the data is out of date, 

incomplete, inaccurate, excessive, or obtained unlawfully. Upon receiving the request, the responsible 

party must complete the request within a reasonable timeframe. 

Responsible parties have the option to decline when it falls within their rights as stated in Chapter 4 of 

the law. 
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Condition 8 also has several parts. Part B refers to the prohibition of processing of special personal 

information (including religious beliefs, health information, biometric information, etc.) or criminal 

behavior. The only exceptions that apply include: 

 If the data subject provided consent 

 If processing is necessary for establishing a defense of a right 

 If processing is required for fulfilling obligations under international public law 

 If processing is in the public interest 

 If the data is already public (through the data subject correctly) 

 If processing involves historical research, or statistical purposes (within the public interest or if 

asking consent is impossible or close to impossible) 

POPI puts significant emphasis on these special categories of information and each type of data has a list 

of exemptions. If you need to process a protected type of data, refer directly to the law and seek legal 

advice. 

Finally, Part C deals with the data of children. Responsible parties may not process children's personal 

information unless: 

 You have the consent of a "competent person" 

 It is necessary for obligations under the law 

 It is required for upholding international public law 

 It is necessary for research purposes 

The Regulator may also grant permission if it is in the public interest and you agree to use the 

appropriate safeguards. In addition, the Regulator may also impose further conditions related to the 

nature of the data, the amount of information, and the method of processing. 
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Direct Marketing 

Section 69 of POPI outlaws direct marketing by means of any form of electronic communication - unless 

the subject has given their consent - be it by telephone, email, sms etc. Consent must be obtained and 

only then can the subject be approached; if it is not obtained, then that consent is refused forever. 

Direct marketing by electronic communication can only relate to the supplier's own products or services, 

and the customer must have been given the right to opt out at the time that the information was 

collected. It should be noted that each time such a communication is sent, an option to opt out must be 

supplied and recorded so that the individual is not contacted again. 

If you send out direct marketing, then you must disclose your identity, affiliation with the company and 

also the address of the company. Following this, you must also include a means for the client or 

individual to opt out as well. 

 

If you have an electronic directory of clients, then, when collecting the data of a new client, you must 

inform them of this and they must be given the right to have an opt out from the directory. It must be 

maintained and the client, if he or she opts out, must not be contacted.  

 

Cross Border Control 

The Act controls the transfer of personal information from South Africa to foreign countries and 

prohibits this unless: (section 71) 

 the person receiving the information is subject to similar laws; 

 the subject has agreed to the transfer of information; 

 such transfer is part of the performance of a contract which the subject is a party to; or 

 transfer is for the benefit of the subject and it is not reasonably practicable to obtain 

their consent and that such consent would be likely to be given. (section 72) 
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