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1. Process Initiation (POPI Compliance Checklist) 

A POPI Compliance Checklist was drafted and distributed to business managers / directors, key 

personnel and department heads. The checklist served to identify areas where the business is POPI 

compliant, and more importantly, where the business is deficient in terms of the Protection of Personal 

Information Act, 4 of 2013, (“POPIA”). Engagement with the relevant company decision makers and key 

personnel to ensure that they are aware that the law has changed in accordance with the POPI Act and 

the severe consequences of non-compliance. 

The senior management team of Frosted Smoke communicated the need to ensure POPI compliance, 

while ensuring that all business processes be evaluated and established according to industry and 

general good practice. 

A mandate was issued to BrandHub to perform an independent risk assessment according to current 

status, as well as conduct an Information Audit to establish data protection compliance levels. 

 

2. Risk Assessment & Information Audit 

 

Risk Assessment 

 The risk assessment was an opportunity to understand current processes in general at 

to identify security strengths and weaknesses as a means of establishing and initiating a 

POPI Compliance Strategy. 

 A risk assessment was conducted on the measures to protect personal information 

within the various company departments and by their specific employees. 

 Through an engagement process with department heads and specific staff within these 

departments, the personal information currently being held was analysed according to 

the specific departmental life-cycles, as well as where the information originates from, 

how it is used, and who it needs to be shared with, requires documentation within the 

POPI Manual. 

 Internal Workflow Processes were evaluated to identify any areas which could pose 

threats to secure information processing, or areas where unauthorised dissemination 

could occur. 

 The risk assessment and audit were used to determine where the company fell short of 

their obligations to comply with POPI. 
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Information Audit 

The Information Audit comprises an analysis of the personal information collected, retained and the life 

cycle until information retirement, for all departments having regard to the eight conditions and paying 

special attention to: 

 The purpose for the collection of the information. 

 The sources of and the quality of the information. 

 What the information is used for. 

 Why records are retained and for how long. 

 The security measures to protect the information. 

 The consents on record. 

 

3. POPI Compliance Action Plan 

 

The POPI Compliance Action Plan was formulated with the following objectives and deliverables: 

a. A manual is developed, monitored, maintained and made available as prescribed in 
section 14 and section 51 of the PAIA.  

b. The development of internal systems together with adequate systems to process 
requests for information or access thereto.  

c. The development, implementation, monitoring and maintenance of a compliance 
framework. 

d. Provide training to employees on compliance with POPI. 
e. Evaluation and documentation of all digital information storage. 

 
 

4. POPI Manual 

The final outcome of the compliance process is to produce a POPI Act policies and procedures manual 

and ensure that everyone who deals with Personal Information is aware of the legal implications of this 

Act.  
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This manual includes the Frosted Smoke privacy policy with regard to: 

 Data collection (type of data, purpose, consent, legal aspects, 

minimality, and transparency) Data access and accuracy (correct, 

complete, reliable and process of updating information) 

 Data usage and restrictions (purpose, relevance, restrictions, legality, 

permission, limitations) 

 Data storage (physical, off-site, electronic, back-up, cloud storage) 

 Data security safeguards (physical, electronic, network, password 

control, disaster recovery. Disclosure (legality, consent, data subject 

awareness, data request handling) 

 Responsibilities (All directors, top management, Information Officer, 

personnel dealing with Personal Information, vendors, contractors, 

suppliers) 

 Complaints (process, handling, legalities, transparency) 

 Retention (retention schedule) Destruction (destruction schedule) 

Implement staff awareness training (all current staff, new appointees 

and regular refresher training). 

 Put procedures in place to monitor and enforce compliance. 

 

Eight Conditions for Lawful Processing 

The Risk Assessment and Information Audit was conducted as a means of policy development and 

where guided by the Eight Conditions for Lawful Processing, which are detailed further at the end of the 

report: 

1. Accountability 

2. Processing limitation 

3. Purpose specification 

4. Further processing limitation 

5. Information quality 

6. Openness 

7. Security safeguards 

8. Data subject participation 
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POPIA sets out eight conditions that businesses must comply with when processing the personal 

information of data subjects. These 8 conditions are the foundational principles of POPIA that, when 

complied with, ensure that a data subject’s personal information is being processed lawfully.  

 

5. Information Officer 

Darren Palm, Key Manager appointed Information Officer. Darren is aware of his roles and 

responsibilities through a dedicated engagement process, with the contents of these engagements and 

communication contained as part of the POPI Compliance Action Plan. 

 

6. Types of Information 

 

Categories Of Records Held by The Company: Section 51(1)(E)  

Companies Act Records  

 Company Incorporation  

 Names of Directors  

 Salaries of Directors  

 Minutes of Board Meetings  

 Records relating to the appointment of 

directors / auditor / secretary / public 

officer and other officers.  

 

Financial Records  

 Financial Statements  

 Documents relating to taxation of the 

company  

 Accounting Records  

 Financial Agreements.  

 

Agreements or Contract Records  

 Standard Agreements  

 Contracts concluded with Companies  

 Contracts concluded with Customers  

 Third Party Contracts (such as Service 

Level Agreements etc.)  

 Suppliers Contracts  

 

Employees  

 List of Employees  

 Personal Information of Employees  

 Employee Contracts of Employment  

 Salaries of Employees  

 Leave Records  
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Company Policies and Directives  

 Internal relating to employees and the 

company  

 External relating to clients and other third 

parties  

 

Regulatory  

 Licenses or Authorities  

 

Customer Information  

 Customer Details  

 Contact details of individuals within 

Customers  

 Communications with Customers  

 

 

Systems, Solutions, and Information 

Technology  

 Intellectual property pertaining to 

solutions and products developed.  

 Usage of solutions and products  

 

Reference Materials  

 Newsletters and Journal Articles  

 Magazines  

 Newspaper Articles 

 

 

7. Consent 

POPI defines consent to be “any voluntary, specific and informed expression of will in terms of which 

permission is given for the processing of personal information“. It does not specifically require 

documented consent, but having consent documented in a systematic manner will solve any future 

issues. 

 

8. Recommendations – Current & Further Attention 

The compliance process followed culminates in the publishing of the Frosted Smoke POPI Manual, which 

serves not only as a policy statement, but as a record of, and commitment to the process of ensuring 

POPI compliance on an ongoing basis. 

The affected business processes have been evaluated and changes effected to ensure POPI compliance. 

These will need to be revaluated, with refinement to accommodate the effects of POPI implementation 

on regular day to day operations are known and understood better. 
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1. Contractual Arrangements - Revise and update contractual arrangements to ensure compliance 
with POPI;  

 Employees 
 Customers 
 Suppliers 

 
2. Revise contracts of employment to provide for consent to process personal information and for 

further processing; 
 

3. Revise HR policies to ensure compliance with POPI;  
 Put in place procedures for employees to gain access to their personal information 

 
4. Revisit communication policies to ensure compliance with POPI 

 
5. Procedures 

 Information Security Procedures 
 Incident Response 
 Reporting Procedures 

 
6. Workflow Mapping 

The Company has a duty to protect their employees from the consequences of a breach of the POPI Act. 
Strictly controlling an employee’s access to only the information necessary for processing protects the 
employees and promotes compliance. 

Workflow processes need to be mapped transparently to ensure employee-confidence with regards to 
information management. Similarly, daily requests for information by clients and suppliers need to be 
fulfilled according to predetermined processes, depending on the type of information and the 
circumstances. 
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Eight Conditions for Lawful Processing 

 

 

 

 

Frosted Smoke management and all employees commit to the 8 principles for lawful information 

processing and recognise these and binding to their Privacy Policy and other policies: 
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Condition 1: Accountability 

The responsible party is accountable for the personal information it processes and stays accountable 

responsible for that personal information even if it passes the information on to a third party (for 

example an operator, to process the information on its behalf).  

The responsible party is the entity that needs the personal information for a particular purpose (the 

“why”) and determines how that personal information must be processed in order to achieve the 

purpose (the “how”). It is the responsible party’s duty to ensure that the 8 conditions for lawful 

processing of personal information are complied with at the time of determining this “why” and 

“how”. 

Condition 2: Processing Limitation 

Personal information must be processed lawfully and in a manner that does not infringe on the data 

subject’s privacy. When processing personal information, those processing activities must be 

adequate, relevant and not excessive, taking into account the purpose that the information is being 

collected and processed for.  

Businesses should not collect or process more personal information than it needs in order to achieve 

the purpose that it is being collected for.  

POPIA sets out a general obligation to obtain consent from data subjects in order to process their 

personal information and sets out certain justifications or instances where consent to process will 

not be required.  

Condition 3: Purpose Specification 

Personal information must be collected for a specific, explicitly defined and lawful purpose. 

The responsible party needs to identify what the purpose for processing the personal information is, 

and then ensure that the data subject is made aware of that purpose.  

The purpose specification condition also regulates document retention and document restriction, 

and generally requires that personal information must not be retained for any longer than is 

necessary to achieve the purpose that it was collected for (subject to any document retention 

periods prescribed by law).   
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Condition 4: Further Processing Limitation 

POPIA requires that personal information only be processed for the purpose that it has been 

collected for, and for no other purpose. 

Further processing of personal information (i.e. additional processing for reasons other than the 

original processing activity) must be compatible with the original purpose that the personal 

information was collected for, otherwise the responsible party will need to get a new consent from 

the data subject for the additional or new processing activity. 

Condition 5: Information Quality 

The responsible party must take reasonably practicable steps to ensure that personal information 

records are complete, accurate, not misleading, and updated where necessary. 

Condition 6: Openness 

This condition requires businesses to be open about why they need the data subject’s personal 

information and how they intend using and process it. 

Data subjects must be made aware of who is collecting their Personal Information (i.e. the business 

collecting and processing the Personal Information needs to be specified with details including 

name, address and contact details) together with other prescribed information that data subjects 

must be advised of when collecting the information, as set out in section 18 of POPIA, such as the 

purpose for collecting the information, whether the information being requested is voluntary or 

mandatory and the consequences of failing to provide the information requested, whether there is 

any law requiring or authorising the collection of the information, making data subjects aware of 

any third parties that the responsible party will be sharing the personal information with and for 

what purpose, and whether the responsible party intends to transfer that personal information 

outside of South Africa to another country and the level of protection afforded to that information if 

transferred cross border. 

This information is generally documented in a business’s privacy policy and/or in their POPIA 

consent document. 
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Condition 7: Security Safeguards 

POPIA provides that the responsible party must take appropriate, reasonable, technical and 

organisational measures to secure the integrity and confidentiality of the personal information it 

processes and to prevent: 

• loss, damage or unauthorised destruction of personal information; and 

• unlawful access to or processing of the personal information. 

Security safeguards are not limited to IT systems and IT infrastructure, they need to be focused on 

across the business. Physical and technical security safeguards must be considered and 

implemented together with organisational measures such as security processes and procedures. 

Both electronic and hard copy records of personal information must be secured. It is therefore 

important not to overlook the security of hard copy records of personal information processed, 

stored and retained by a business. 

Security measures must be reasonable taking into account generally accepted information security 

practices and procedures that apply to businesses generally and that are required in terms of 

specific industry or professional rules. 

Condition 8: Data Subject Participation 

Under POPIA a data subject has the right to ask whether the responsible party holds any personal 

information about him/her, and to request the details of what personal information is being held, a 

copy of his/her personal information record and details of all third parties who have or had access to 

that information. 

A data subject also has the right to request that his/her personal information record be corrected or 

deleted, if it is inaccurate, irrelevant, excessive, out of date, incomplete, misleading or obtained 

unlawfully or that the personal information or record be destroyed or deleted if the responsible 

party is no longer authorised to retain it. 

POPIA also contains provisions regulating direct marketing by electronic means and affords data 

subjects certain rights in this regard. 


